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About	Me
• Darren Chen
• Sr.	Software Engineer @ TrendMicro
• Enthusiast in

– Big data	technologies
– Docker

• Speaker in
– DockerCon 2016
– iThome Big	Data	Innovation	Summit	2016
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5,239,978
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5,239,978
Lines of code
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100
https://www.quora.com/How-many-lines-of-code-get-written-at-Google-each-day

Lines of code/ pre day

One engineer
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143 years



Copyright	2017Trend	Micro	Inc.7
https://sd.keepcalm-o-matic.co.uk/i-w600/keep-calm-and-don-t-reinvent-the-wheel.jpg



Copyright	2017Trend	Micro	Inc.8

0 1→



Copyright	2017Trend	Micro	Inc.9

1. Frame	the	Problem

2. Get	the	Data

3. Explore	the	Data

4. Prepare	the	Data

5. Short-List	Promising	Models

6. Fine-Tune	the	System

7. Online
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1.	Frame	the	Problem
• You need to build	up	an	on-premises	
product	which	can	detect	threats among
many kinds of logs
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1.	Frame	the	Problem
• You need to build	up	an	on-premises	
product	which	can	detect	threats among
many kinds of logs

Infra Solution On-premises
Product
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2.	Get	the	Data

• Q:	How to import data to our system ? [Data Import]

• A:	1.	For	streaming data,	such as TCP/UDP, syslog …

2.	For	batch data,	such as files
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3.	Explore	the	Data
• Q1:	How many kinds of log types ? [Data Variety]
A1: More than 6 types

• Q2:	What is the size? [Data Volume]

A2: >1,000,000,000 records per	day/per	type

• Q3:	What	else	? [Data Characteristics]

A3: Time series
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4.	Prepare Requirements
Data	Import

Data	Variety

Data	Volume

Data	
Characteristics

On-Premises
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5.	Design	Architecture

In Data	
Wrangling

Data	
Analysis Out
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Dockerize Product

kafka:
build:	.
ports:
- “9092:9092”

spark:
image:	spark
port:
- “8080:8080”

……	
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Deploy	Dockerized Product

Docker Hub
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6.	Improve the	System
• Profiling
• Scheduling
–

A
B

C
D E
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Profiling	- Monitor	Stack

APP
Metrics

CPU, Memory, Network

Metrics

Grafana



Copyright	2017Trend	Micro	Inc.30

Scheduling	- Airflow

RMDB
DAG

DAG dir

Web
Server Local

Executor Worker Task1

Task2

Task2Task
…
..

Tasks

General Task
(shell script)

Scheduler
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Online !
https://media.lastnightoffreedom.co.uk/images/articles/LeonardoDicaprio_Champagne.jpg



Copyright	2017Trend	Micro	Inc.33

1 1.1………→
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Data Product Stack

Grafana
Airflow
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Data Product Stack

Grafana
Airflow
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4-1 Kafka Scale Out

bin/kafka-topics.sh --create	
--zookeeper	localhost:2181	
--replication-factor	1	
--partitions	12
--topic	test

ExampleNode1

Partition 1

Partition 2

Partition 3

Partition 4

Node2

Partition 5

Partition 6

Partition 7

Partition 8

Node3

Partition 9

Partition 10

Partition 11

Partition 12
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Kafka Scale Out

kafka-reassign-partitions.sh

generate

execute

verify

Node1

Partition 1

Partition 2

Partition 3

Partition 4

Node2

Partition 5

Partition 6

Partition 7

Partition 8

Node3

Partition 9

Partition 10

Partition 11

Partition 12
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Kafka Scale Out
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Kafka Scale Out

bin/kafka-topics.sh --create	
--zookeeper	localhost:2181	
--replica-assignment 1,2,3
--topic	test

Example
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Cassandra Read Path
• Read path is more complicated than write
path

• Row cache disable by default

http://docs.datastax.com/en/archived/cassandra/3.x/cassandra/dml/dmlAboutReads.html
https://docs.datastax.com/en/cassandra/2.1/cassandra/dml/dml_write_path_c.html
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Cassandra Partition
Partition Key Clustering Key Column1 Column2
YYMMDDHH name addr … …

2016120609 Darren addr1 xxx xxx
2016120609 David addr2 ooo ooo
2016120609 … … … …

Node
1

Node
2

Node
3

Hash
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Cassandra Partition
Partition Key Clustering Key Column1 Column2

(shardId, YYMMDDHH) name addr … …

(1, 2016120609) Darren addr1 xxx xxx
(2, 2016120609) David addr2 ooo ooo
(3, 2016120609) … … … …

Node
1

Node
2

Node
3

Hash
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Spark	Pushdown	– Cassandra
• Optimize	filter	operators
• Translate	Spark	SQL	to	your	data	source	
engine
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Spark	Pushdown	– Cassandra
Partition Key Clustering Key Column1 Column2

(shardId, YYMMDDHH) name addr … …

select(“shardid”, “yymmddhh”, “name”)
.where(“shardid = 0 AND yymmddhh IN ('2016-07-23-07’)”)

Example



Copyright	2017Trend	Micro	Inc.47

Spark	Pushdown	– Cassandra
Partition Key Clustering Key Column1 Column2

(YYMMDDHH, shardId) name addr … …

select(“shardid”, “yymmddhh”, “name”)
.where(“shardid = 0 AND yymmddhh IN ('2016-07-23-07’)”)

Example

Only	the	last	part	of	the	partition	key	can	be	an	IN	predicate
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Airflow
• Use	“ExternalTaskSensors”	carefully

T1-1

DAG 1

T1-2

T2-1

DAG 2

T2-2

T3-1

DAG 3

T3-2

T4-1

DAG 4

T4-2Done

State

Wait
S1 S2 S3Resource
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Airflow
• Use	“ExternalTaskSensors”	carefully

T1-1
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T1-2

T2-1

DAG 2

T2-2

T3-1

DAG 3

T3-2

T4-1
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T4-2
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Done
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Wait
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Conclusions
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Conclusions
• Align open	source release cycle
• Understand open source background could help
you walk on the right path

• Use state-of-the-art technologies wisely
• Be open mind on open source
• Everything fulfill your needs, it’s good enough
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But you should know
“how to use it”

https://media3.giphy.com/media/kwEmwFUWO5Ety/giphy.gif
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Q&A
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